


Pieter van Schaik & Gerard van Bon

Consulting System Engineers

Breakfast & Learn

Firepower NGFW



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

ÅIntroduction 

ÅAppliances

ÅManagement

ÅDeployment Options

ÅThreat Protection

ÅIntegration

Agenda



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Architecture
Integrated 

Portfolio
Best of breed

Intelligence
Cloud- Delivered
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The Security Effectiveness Gap
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Time

ResponseDetectionThreat

The Outcome: Effective Security Posture
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òSecurity controls are only as good as the 
breadth and quality of the threat 
intelligence behind theméó

ò..the ability to apply threat intelligence 
correctly and at scale is the              
ômagic of true protectionõó
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Unmatched Threat Visibility to Complete Protection

1.5 million
Malware 
Samples

8.5 billion
Email Queries

7 billion
AMP Queries

2.6 billion
CWS/WSA 

Queries

150 billion
DNS Requests

NGFW

NGIPS

AMP
for Networks

Meraki

AMP for
Endpoints

Email Security
Appliance

Web Security
Appliance

AMP for 
Gateways

Cisco
Umbrella

Snort
Subscription

Rule Set

Firepower/ASA

Network

Endpoint

Cloud

Cloud
Email Security

Cloud
Web Security

Daily Visibility Real-time and At-Scale
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Appliances
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Cisco has an NGFW solution for every businessé

Small and Midsized Business Midrange Enterprise

ASA 5525-X/ ASA 5545-X/ 

ASA 5555-X

Firepower 

2130/2140

Firepower 

2110/2120

ASA 5506-X / 5506W-X / 5506H-X / 

5508-X / 5516-X

Firepower 

4110/4120/4140/4150 Firepower 9300

NGFWs for SMBs and distributed 

enterprises with integrated threat defense, 

a low TCO, and simplified security 

management.

Enterprise-class security for the internet 

edge, with superior threat defense, 

sustained performance, and simple 

management.

From the internet edge to carrier grade 

security for data centers and other high-

performance settings, with multiservice 

security, flexible architecture, and unified 

management.
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1.9 Gbps AVC
1.9 Gbps AVC+IPS

Firepower
2110

Firepower
2120

3 Gbps AVC
3 Gbps AVC+IPS

Firepower
2130

4.75 Gbps AVC
4.75 Gbps AVC+IPS

8.5 Gbps AVC
8.5 Gbps AVC+IPS

Cisco Firepower 2100 Appliances

Firepower
2140
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Firepower 2100

1RU

Integrated Security Platform
ÅFixed configurations (2110, 2120, 2130, 2140)
ÅDual redundant power supplies on 2130 and 2140 only
ÅSSL Decryption in Hardware

SFP/SFP+ Data Interfaces
Å4x1GE on Firepower 2110 and 2120
Å4x10GE on Firepower 2130 and 2140

Network Module
ÅFirepower 2130 and 2140 only
ÅSame 8x10GE SFP module as on Firepower 4100/9300
ÅFail to Wire Option

Copper Data Interfaces
Å12x1GE Ethernet
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12 Gbps AVC
10 Gbps AVC+IPS

Firepower
4110

Firepower
4120

20 Gbps AVC
15 Gbps AVC+IPS

Firepower
4140

25 Gbps AVC
20 Gbps AVC+IPS

30 Gbps AVC

24 Gbps AVC+IPS

Cisco Firepower 4100 Appliances

Firepower
4150
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Firepower 4100 Overview

1RU

Built- in Supervisor and Security Module
ÅApplication deployment and orchestration
ÅDual PSU (Optional on 4110, 4120)
ÅSSL Decryption in Hardware

Solid State Drives
Å Independent operation (no RAID)
ÅSlot 1 today provides limited AMP storage
ÅSlot 2 adds 400GB of  AMP storage

Network Modules
Å2 Slots
Å10GE/40GE interchangeable with 9300
ÅFail to Wire option

Fixed Data Interfaces
Å8xSFP+
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Cisco Firepower 9300 Appliances

Firepower
9300

With 1 SM24

Firepower
9300

With 1 SM36

Firepower
9300

With 1 SM44

Firepower
9300

With 3 SM44

30 Gbps AVC
24 Gbps AVC+IPS

42 Gbps AVC
34 Gbps AVC+IPS

54 Gbps AVC
53 Gbps AVC+IPS

135 Gbps AVC
133 Gbps AVC+IPS
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Security Modules

ÅEmbedded Smart NIC and crypto hardware

ÅCisco and third-party applications

ÅStandalone or clustered within and across chassis

Supervisor

ÅApplication deployment and orchestration

ÅNetwork attachment and traffic distribution

ÅClustering base layer

Firepower 9300
Network Modules

Å10GE, 40GE, and 100GE

ÅHardware bypass for inline NGIPS

3RU
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Virtual Appliances


