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A Appliances

A Management

A Deployment Options
A Threat Protection
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The Security Effectiveness Gap

Capabilities
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The Outcome: Effective Security Posture

Threat Detection Response
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Daily Visibility

1.5 million
Malware
Samples

8.5 billion
Email Queries

7 billion
AMP Queries

2.6 billion
CWS/WSA
Queries

150 billion
DNS Requests
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Real-time and At-Scale
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Cisco has an NGFW sol ut i

_ ASA 5525-X/ ASA 5545-X/
- ASA 5555-X

Firepower

ASA 55065'§()/8?§(J/65\’¥'1>é_/)(5506k"x / 4110/4120/4140/4150 Firepower 9300
Firepower Firepower
2110/2120 2130/2140
NGFWs for SMBs and distributed Enterprise-class security for the internet From the internet edge to carrier grade
enterprises with integrated threat defense, edge, with superior threat defense, security for data centers and other high-
a low TCO, and simplified security sustained performance, and simple performance settings, with multiservice
management. management. security, flexible architecture, and unified

management.



Cisco Firepower 2100 Appliances

Firepower

Firepower
2110

2120

1.9 Gbps AVC 3 Gbps AVC
1.9 Gbps AVC+IPS 3 Gbps AVC+IPS

Firepower
2130

4.75 Gbps AVC
4.75 Gbps AVC+IPS

Firepower
2140

8.5 Gbps AVC
8.5 Gbps AVC+IPS




Firepower 2100

A Fixed configurations (2110, 2120, 2130, 2140)

A Dual redundant power supplies on 2130 and 2140 only

A SSL Decryption in Hardware A 4x1GE on Firepower 2110 and 2120
A 4x10GE on Firepower 2130 and 2140
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A 12x1GE Ethernet A Firepower 2130 and 2140 only

A Same 8x10GE SFP module as on Firepower 4100/9300
A Fail to Wire Option



Cisco Firepower 4100 Appliances

Firepower
4150

Firepower
4140

Firepower
4120

Firepower
4110

B

12 Gbps AVC 20 Gbps AVC 25 Gbps AVC 30 Gbps AVC
10 Gbps AVC+IPS 15 Gbps AVC+IPS 20 Gbps AVC+IPS 24 Gbps AVC+IPS




Firepower 4100 Overview

A Application deployment and orchestration A Independent operation (no RAID)
A Dual PSU (Optional on 4110, 4120) A Slot 1 today provides limited AMP storage
A SSL Decryption in Hardware A Slot 2 adds 400GB of AMP storage

A 8xSFP+ A 2 Slots
A 10GE/40GE interchangeable with 9300
A Fail to Wire option



Cisco Firepower 9300 Appliances

Firepower
9300
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30 Gbps AVC 42 Gbps AVC 54 Gbps AVC
24 Gbps AVC+IPS 34 Gbps AVC+IPS 53 Gbps AVC+IPS
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Firepower
9300
With 3 SM44
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135 Gbps AVC
133 Gbps AVC+IPS




Firepower 9300

A Application deployment and orchestration A 10GE, 40GE, and 100GE
A Network attachment and traffic distribution A Hardware bypass for inline NGIPS
A Clustering base layer
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A Embedded Smart NIC and crypto hardware
A Cisco and third-party applications
A Standalone or clustered within and across chassis



Virtual Appliances



